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NMUCbMO
ot 14 masa 2018 r. N 08-1184
O HAMNPABJIEHUXA WMHO®OPMALIUA
[lenapTaMeHT rocygapCTBEHHON NONUTUKKN B cchepe obuiero obpaszoBaHns MMHoGpHayku
Poccun HanpaBnseT gns ceBefeHus paspaboTaHHble BpemeHHon komuccmen CoseTta
depepaumm No pasBUTUIO MHPOPMALMOHHOIO 00LWecTBa MeTOANYECKME peKOMeHAaUNn
O pasMelleHMM Ha WHAOPMALMOHHBIX CTeHAax, ouumanbHbIX UHTEPHET-canTax u
APYTMX MHPOPMAaLMOHHbIX pecypcax obueobpasoBaTenbHbIX OpraHM3aLmii 1 OpraHos,
OCYLLeCTBNALWMX ynpaBneHne B cdepe obpasoBaHud, MHpopmaunm o GeszonacHom
noBegeHun u ncnosb3oBaHun cetn "MHTepHeT".

HOvpektop [enaptameHTa
A.E.TNETPOB

MpunoxeHwne
METOOANYECKWE PEKOMEHOALIUU
O PASBMELWWEHUN HA UHO®OPMALIMOHHbIX CTEHOAX, OPULIMATIbHbBIX
WHTEPHET-CAUTAX U APYT'UX MHOOPMALIMOHHbLIX PECYPCAX
OBLLUEOBPA30OBATEJIbHbIX OPFTAHU3ALMA N OPFAHOB,
OCYLWLECTBNAKOLWUX
YMNPABJIEHUE B C®EPE OBGPA30OBAHUA, UH®POPMALIMN O BE3OINMACHOM
NOBEAEHUU U UCNOJIb3OBAHUU CETU "MHTEPHET"

dkcnepTammn n uneHamm BpemeHHon komuccum CoeTa degepauum No pasBUTUIO
NHOPMAaLMOHHOIO obLecTBa B pamMKax BbINOSIHEHUS peKOMEeHAauMn napnamMmeHTCKUX
cnywaHun "AkTyanbHble BOMNpocbl obecneyeHusi 6e30MacHOCTM U pasBUTUA OeTen B
MHOPMaLMOHHOM NpocTpaHcTBe", koTopble npownv B Coete Pepepauum 17 anpens
2017 r., Obinn paspaboTaHbl MeToAMYECKME pPEKOMEeHOauunM O pasMeLlleHMn Ha
MHOPMALMNOHHBIX  CTeHAax, omumanbHbIX  UMHTEPHEeT-canTax Wn  Opyrux
MHPOPMALMOHHBIX pecypcax oblleobpasoBaTesnbHbIX OpraHMsauum W OpraHos,
OCYyLLECTBNALWNX ynpaBneHne B cepe obpasoBaHus, MHdopMauun o H6esonacHom
noBegeHun n ncnosib3oBaHuun cetn "MIHTepHeT" (ganee - MmeTogmMyeckme pekomeHgauunm).
MeToguyeckne pekomeHaaumMm HanpaeBneHbl Ha KavyeCTBEHHOE MNOBbILEHWE YPOBHA
NHOPMAaLNOHHON AeATenbHOCTM obuieobpa3oBaTenbHbIX OpraHM3auunm M OpraHoB,
OCYyLLEeCTBNALWNX yrnpaBneHne B cdepe obpaszoBaHusa, B 4acTu MHGOOPMUPOBAHMS
yyalmxcs, ux poguTtenen (3akoHHbIX NpeacTaBUTenen) n negarorm4ecknx paboTHUKOB
00 OCHOBHBbIX acnekTax MHOpMaLnoHHOM 6e3onacHOCTH.
MeToguueckne pekomeHgaumm MO3BONAT o0OLleobpa3oBaTenbHbIM OpraHusaumsam wu
opraHam, OCyLLEeCTBNAKOLWMM ynpaBneHue B cchepe obpasoBaHns, akTyann3npoBaTb yXKe
ncnonb3yemble N pasMmeLleHHble MHPOPMaLMOHHbIE MaTepuarnsl, Tak U NOAIOTOBUTb UX
B Crny4yae nX OTCYTCTBMA C Y4ETOM Iy4LLUNX MPaKTUK U PEKOMEHLALNMN.
B pamkax meToguyeckux pekomeHaaunmn paccMaTpmBaroTcs cnegyowmne MHCTPYMEHTDI:
1. NHPOPMALMOHHbIE CTEHAPI,
2. ohuumarnbHble NHTEPHET-PEeCYpChbl;
3. cpeAcTBa MaccoBOW MHGOpMauuKM (LLKOSbHbIE raseTbl, negarornyeckne nsgaHus u
Apyrve).

MUHdopmaumoHHble cTeHAbI
Ha  uHpopmMaumoHHbIX cTeHgax B obuieobpasoBaTenbHbIX  OpraHu3auusix,
PacnoSIOKEHHbIX B hoNe yuypexaeHun n B kabmHeTax, OCHaLEHHbIX NepCoHanbHbIMU



ycTpoucTBamu Ana BbiIxoga B ceTb "WHTepHeT", pekomeHOyeTcss pas3MecTuUTb
MH(POPMAUMNOHHbIE NaMATKW, coAepallnme OCHOBHble CcoBeTbl Mo obecnevyeHuto
NHpopMaLNOHHOM 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 K meTognyecknm pekoMeHgaumsiMm npeacrasneH obpasel, namsaTku
AN pa3MeLleHns Ha MHPOPMAaLUMOHHbIX CTeHAax.

CpenctBa maccoBoun UHcopmaumm
B cpeactBax maccoBo MHGOpPMaUMW, OPUEHTUPOBAHHBLIX Ha 0Oby4vatoLmxcs,
pekoMeHayeTcs B TedeHne ydyebHoro roga perynsapHo nybnukoBatb MH(POPMALNOHHbIE
MaTepuarnbl, NOCBSALWEHHbIE OTAENbHbIM acnektam MHgpopmaunoHHon 6e3onacHocTn, a
Takke pasnuyHble NnamMaTKM obLLero xapakrepa.

B cpegctBax MaccoBoM  MH(pOpMaUWMW, OPUEHTUMPOBAHHbLIX Ha nefarornyeckyro
OOLEeCTBEHHOCTb, pPEeKOMeHOyeTCHA B TedeHue KanengapHoro roga perynspHo
nybnukoBatb MHMOPMAaLMOHHbIE MaTepuarsbl, MOCBALEHHbIe OTAeNbHbIM acrnekTam
NHOpMaLNOHHOM 6esonacHocTH Kak HeCOBepPLUEHHONETHUX, Tak n
obweobpasoBaTeribHbIX OpraHu3auui, a Takke pasnuyHble namsaTkn, 0630pbl
HOPMaTMBHO-MPABOBOIo PerynnmpoBaHnsa AaHHoM cpepbl 1 MHPOpMaLMIO O akTyanbHbIX
MepPONPUATUSX N COBLITUSIX B JaHHOM cdhepe.

B xopme npoBegeHuss EpmHoro ypoka no 6esonacHocth B cetn  "MHTepHeT"
pekomeHayeTca obecnevntb BbIMYCK TeMaTMYeCKOro BblMycka CpeacTBa MaCcCOBOM
nHpopmauun nnbo cepumn nyénukaumin, cpeam KoTopbiX pacCMOTPETb OpraHM3oBaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poauTenen (3akoHHbIX npeacTaBuTenen) wu
negarormyeckon obLLeCTBEHHOCTH.

OdmumanbHblie UHTEpHeET-pecypcbl
O6uweobpasoBaTernibHbIM  OpraHM3auusiM PEKOMEHOYETCA Ha CBOMX oduvumanbHbIX
NHTepHeT-pecypcax  obecrneyntb  PYHKLUMOHUPOBAHWE  CaMOCTOSTENBHOIO WU
crneumnanuampoBaHHoro pasaena "MHdgopmaumoHHas 6e30nacHoOCTL", B paMkax KOTOpPOro
npegycMoTpeTb pasMelleHre crneayruen nipopmaumn:

dopmar
npeacraBjaeHUs
N| Pasngea/moapasaen MATEPHAJI0OB Coaep:xaHue MaTepuajioB
PasmeLuatoTca Konmm JOKYMEHTOB, T.€.
CKaHMPOBAHHbIV BapuaHT JOKYMEHTa,
COOTBETCTBYHOLMNIN TpeboBaHMAM K
napamMeTpam CKaHMPOBaHMUSI.
lokanbHblie PasmelyatoTca JOKYMEHTHI,
HOPMaTUBHbIE aKTbl B pernameHTUpyoLmne opraHm3aumio n
cdepe obecrnedeHns paboTy C NnepCcoHanbHbIMU AaHHbIMMU,
NHOPMaLMOHHOM Konuu nnaHbl MEPONPUATUIA NO oBecnevYeHnto
GesonacHoCTK NTOKYMEHTOB B [MH(popMaumnoHHon 6e3onacHoCcTH
1.Jobyyatomxcs dopmaTte *PDF |obyyatowmxcs n gpyrue.
[My6nukytoTcs akTyanbHble CBEAEHNS O
beeparnbHbIX U perMoHanbHbIX 3aKoHaXx,
NMCbMax OpraHoB BiacTn n gpyrue
HOPMaTUBHO-NPAaBOBbLIE JOKYMEHTHI,
pernameHTupyowme obecneveHmne
MHdopMaunoHHon 6e3onacHoCTn
HecoBepLleHHoneTHUX. [lonyckaeTtcsa
BMECTO KOMui pasMeLlaTb rmnepcChInku
Konuwu Ha COOTBETCTBYOLUNE JOKYMEHTbI Ha
HopmaTtusHoe NOKYMEHTOB B [caTax OpraHOB rocyapCTBEHHON
2.|perynnpoBaHue dopmaTte *PDF [Bnactw.




Pa3mellatotca metToanyeckue
pekoMeHaauum 1 ykasblBaeTcs

TekcT Ha MHGOpMaUUa O MePONPUATUSIX,
CTpaHuLe canTa|npoeKkTax u nporpamMmmMax, HanpasJSieHHbIX
Konun Ha NoBblLeHne NHPOPMaLMOHHON
Meparornyeckmm TOKYMEHTOB B [(PaMOTHOCTU neJarorn4eckux
3.JpaboTHMKam popmaTte *PDF |[paboTHMKOB.

PasmellaeTca nHpopmaumoHHas
namsaTka (npunoxerHune N 2) n
ykasblBaeTcsa nHopmaums o
MeponpuATHSX, NPOeKTax n nporpammax,
HanpaBeHHbIX Ha NOBbILLEHNE

TekcT Ha MHGOPMaLNOHHOW rPaMOTHOCTU
4.|06yyarommes CTpaHuue canTtalobyyaroumxcs.
Poantenam (3akoHHbIM
npencraBUTENSAM) TekcT Ha Pasmelaetcs nHdpopmaumoHHas
5.JobyyatoLmxcs cTpaHuue cantalnamsaTka (npunoxerHune N 3).

Pasmelyaetcs nHgopmaums o
peKoOMeHOYyeMbIX K MUCMOSb30BaHMIO B
[leTckne 6e3onacHble [TeKkcT Ha y4yebHOM npouecce 6esonacHbIx canTax,
6.[canTbl CTpaHuue canTadbaHHepbl 6e30nacHbIX 4ETCKUX CalToB.
OpraHam, ocyLlecTBnAOWMM ynpaBneHne B cdepe obpa3oBaHusi, peKOMeHAyeTCs Ha
cBoux  oduumanbHbix  WVIHTepHeT-pecypcax  obecneuntb  (OYHKLMOHMPOBAHME
CaMOCTOSATESTbHOIO n cneumanusanpoBaHHOro pasgena "IHdopmaumoHHas
BGesonacHoCTb", B paMKax KOTOpPOro npeaycMoTpeTb pasMelleHue criegylolen
NHdOpMaLUK:




MpunoxeHne N 1
NAMATKA
Ons oeYYAKLWMxXcA o UHOOPMALIMOHHOW BE3ONACHOCTU OETEN

HEJTIb3A
1. Bcem nogpsa coobuwiate CBOK YacTHy MHOpMaumio (HacTosawme nms, daMmmnmto,
TenedoH, agpec, HOMep LWKOSbI, a Takke dpoTorpadmm CBOWU, CBOEN CEMbU U ApPY3eEN);
2. OTKpbIBaTb BIOXEHHbIE (pansbl 3NEKTPOHHOM MOYThI, KOr4a He 3Haellb OTnpaBUTens;
3. MpybuTtb, NpyanpaTbCs, oKasblBaTh JaBNeHNe - BECTN cebs HEBEXITMBO M arpeCCUBHO;
4. He pacnopshkancss geHbramum TBOeEW cembu 0e3 paspelleHunsa cTaplumMx - Bcerga
cnpawuBamn pogurtenem;
5. He BcTpevaincsa c VIHTepHeT-3HAaKOMbIMW B pearibHOM >XU3HWU - MOCOBETYMCS CO
B3POCIbIM, KOTOPOMY JOBEPSAELLb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaewb o cebe Henpaay B VIHTepHeTe - coobum 06 aTtom
CBOMM pPOAUTENAM UMW ONEKyHaM;
2. MNpurnawatoTt nepennucbiBaTbCs, UrpaTb, OOMEeHNBaTbCS - NPOBEPb, HET N NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBar B3pOCrbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. Ncnonb3ynm HacTponku 6e30MacHOCTM M MPUBATHOCTU, YTOObI He MOTEPATb CBOU
aKKayHTbl B coLCeTaX U Apyrux noptanax.
MOXHO
1. YBaxawn gpyrux nonb3oBarernen;
2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienai CCbINKY Ha Hero;
3. OTKpbIBaK TOMNbKO T€ CChIIKK, B KOTOPbIX YBEPEH;
4. O6bwaTbCs 3a NOMOLLbIK B3POCHbIM - pOAUTENN, ONEKYHbl U aAMUHUCTPaLMs CanToB
BCerga nomoryT;
5. Mpongn oby4veHne Ha cante "CeTeBMYOK" 1 NOMNYYMN NACNOPT UMGPOBOro rpaxgaHuHa!



MpunoxeHne N 2
MHPOPMALIMOHHASA NAMATKA
Ond obY4YAKOLWUXCA OnA PASMELLEHUA
HA OPULUATIbHbIX MHTEPHET-PECYPCAX

C kaxgblM rogoM MOSOAEXN B MHTEPHETE CTAaHOBUTLCS BonbLue, a LWKONbHUKN O4HU U3
caMblIX aKTMBHbIX Norib3oBartenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO Konn4ecTsa
BO3MOXXHOCTEN, UHTEPHET HeceT M npobnembl. ATa nNamaTka AOSMKHA Nomoudb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbIN BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHLIX NPOrpaMm, OTNINYNTENBHON
0COBEHHOCTBbIO KOTOPOW SBNSIETCA CMOCOOHOCTb K pasMHOXEHWo. B gononHeHwe K
3TOMY, BMPYCbl MOFYT NMOBPeaUTb UNN MOSTHOCTLIO YHUUTOXUTbL BCEe (hannbl U JaHHbIE,
NOOKOHTPOSbHbIE MOSIb30BaTEMN, OT MMEHM KOToporo Obina 3anyuweHa 3apaXKeHHas
nporpamMmma, a Takke MoBpeauTb UMK JaXe YHUYTOXUTb OMnepaumoHHY CUCTEMY CO
BCEMU harnamu B uerioM. B BonbLUMHCTBE CriydaeB pacrnpoCTPaHATCHA BUPYChl Yepes
NHTEpPHET.
MeToabl 3aLMThl OT BPEAOHOCHbIX MPOrpamMm:
1. Ncnonb3yn coBpeMEHHbIE OMNepaLMOHHbIE CUCTEMbI, UMEtoLWME CepPbe3HbIN YPOBEHDb
3aWMThbl OT BP€AOHOCHbIX MporpamMm;
2. TocTosiHHO ycTaHaBnvBan nadyTn (UmMdpoBble 3annaTky, KOTOpble aBTOMaTU4YECKM
yCTaHaBnMBalTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMEHUA CBOeEW
onepaumoHHon cuctembl. CkaumBam MxX TONMbKO C oduuManbHOro camta paspaboTymka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYU €r0;
3. PaboTai Ha cBoeM KOMMbOTEPE NOA NpaBaMu Nosib3oBaTenNs, a He agMUHUCTpaTopa.
OTO He No3BOSNUT BOMBLUMHCTBY BPEAOHOCHbLIX NPOrpamMM MHCTanNIMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbOTEPE;
4. Vicnonb3yn aHTUBUPYCHbIE NPOrpaMMHbIe MPOAYKTbl U3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTM4YeCcKUM OOHOBNEeHnem 0as;
5. OrpaHunyb omsnyeckmin 4OCTyN K KOMNbIOTEPY ANS NOCTOPOHHUX NN,
6. Vicnonb3yin BHeLWHWEe HocuTenn nHopMauum, Takue Kak newuka, guck nnm dgamn ms
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMNblOTEPHbIE (hansibl, NONyyYeHHblE U3 HEHaOEXHbIX UCTOYHUKOB.
[axe Te danrnbl, KOTOpble Npucran TBOW 3HAaKOMbINW. Jlyylle yTOYHW Yy Hero, oTnpaBnsan
nn oH Tebe nx.
Cetn WI-FI
Wi-Fi - 370 He BUA nepegaym gaHHbIX, HE TEXHOMOIMS, a BCero nuwb bpena, mapka. Eule
B 1991 rogy HuoepnaHackasi komnaHusa 3apeructpupoBana 6peHg "WECA", 410
obosHavano cnosocoyeTaHne “"Wireless Fidelity", koTopbli nepeBoguTCs  Kak
"GecnpoBogHast TOMHOCTL".
[lo Hawero BpemeHu fowna gpyras abbpesuatypa, KOoTopas SABNSAETCS TakoW xe
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAHO C HAMEKOM Ha
cTaHgapT Bbiclien 3BykoBouM TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTBL".
[a, 6ecnnaTHbI MHTEPHET-A0CTYN B Kade, OTeNAX U asponopTax ABNA€TCA OTINYHON
BO3MOXHOCTbIO BbIX04a B WHTepHeT. Ho MHorMe akcnepTbl CyMTaloT, 4TO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMMA.
CoBeTbl N0 6esonacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:
1. He nepepaBan CBOK nNU4YHy0 UHopmauuio Yepes obuiepoctynHole Wi-Fi cetu.
PaboTas B HUX, XenaTtenbHO He BBOAUTb Naposin AOCTyna, NOrMHbl U Kakne-To HoMepa;
2. Vicnonb3yn n 06HOBNSA aHTMBUPYCHbIE NporpamMmmbl U GpaHamayep. Tem cambiM Thbl
obe3onacuulb cebsi OT 3aKayku BUpYyca Ha TBOE YCTPONCTBO;



3. MNpu wncnonb3zosaHun Wi-Fi oTknioum dyHkumio "O6wmn goctyn K davnam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSMYaHWUKD, OAHAKO HeKoTopble
nonb3oBaTeENN aKTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unm yyebe;

4. He wncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIXOA4a B coumanbHble CETU UK B SNIEKTPOHHYHO MOYTY;

5. Mcnonb3yi TonbKo 3alumiieHHoe coeauHeHne yYepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B mobunbHoMm TenedoHe oTkntoum pyHkumto "MoakntodeHne kK Wi-Fi aBTomatnyeckn".
He gonycka aBTOMaTtu4ecKkoro noakntoyeHnsa yctponctea k cetam Wi-Fi 6e3 tBoero
cornacwusi.

CoumanbHble ceTu

CoumanbHble CeTU akTUBHO BXOAST B HaLLY XM3Hb, MHOTME Nogn paboTatoT 1 XXUBYT Tam
NoCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MunnmMapg 4YernoBek, YTo SBMsieTCA
OJJHOW ceObMON BCeX Xuternewn nnaHetbl. MHorme nonb3oBaTeNM HeE MOHMMAIOT, YTO
MHopMaUns, pasMeLleHHad UMW B couuMarnbHbIX CeTSX, MOXeT OblTb HangeHa wu
ncnonb3oBaHa KeEM YyrogHo, B TOM Yncne He 06s3aTenbHO ¢ bnarmMmm HamepeHUsIMA.
OcHoBHbIe coBeTbl N0 6e30MacHOCTM B couMarnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1eba B Opy3bsX HE OOMMKHO ObiTb CryYanmHbIX U
He3HaKoMbIX N0AEN;

2. 3awmuian cBOK YacTHYK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 pPOXAEHUS W OPYIYIO JNYHYK0  UHAOPMALMIO.  3MOYMbILWAEHHUKN  MOTYT
ncnonb3oBaTb Aaxe WHOPMaUMK O TOM, Kak Tbl M TBOM pOAUTENW NNaHUpyeTe
NPOBECTU KaHWUKYIbI;

3. 3awmiian cBoKo penyTauuio - 4EPXN ee B YNCTOTE 1 3agaBan cebe Bonpoc: XxoTen 6ol
Tbl, YTOObI gpyrve nosfib3oBaTenu BUAENu, YTo Thl 3arpyxaewbs? Nogyman, npexage yem
4YTO-TO ONyGnMKOBaTb, HanNUcaTb U 3arpy3unTb;

4. Ecnu Tbl roBopuLb C NIOABMU, KOTOPbIX HE 3Haellb, He UCMONb3yN CBOE pearibHoe
UMSI U OPYTYIO JIMYHYO MHAPOPMAaLMKN: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npo4ee;
5. N3beram pasmewieHns gotorpacduin B IHTEpHETE, rae Thl N300paXKeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO OnpeaennTb TBOE MECTOMONOXEHNE;

6. Mpwn pernctpaumm B coumanbHON CETU HEOBXOOUMO UCMONb30BaTh CIOXHbIE Naponu,
cocTosime m3 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM ceTu, NoYTbl U APYrMX canToB HEOHBXOANMMO MCMONb30BaTh pa3Hble
naponu. Toraa ecnu Teba B3NOMatT, TO 3MOYMbILLNIEHHUKN MofydaT AOCTYN TOSbKO K
OAHOMY MECTY, a He BO BCe cpaay.

ONEKTPOHHbIE OEHbIN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YOOOHbIM crnocob nnatexen, o4HaKo CyLecTBYHT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

ONEKTPOHHbIE AEeHbIMN MOSABUINCE COBCEM HEe4aBHO M UMEHHO M3-3a 3TOF0 BO MHOMMX
rocygapcrBax 4O CUX MOp He MPOonMCcaHo Npo HUX B 3aKOHaXx.

B Poccum e oHU PYHKLMOHMPYIOT M O HUX YXKe MPOMNMCaHOo B 3aKOHe, rae Ux pasgenswoT
Ha HECKOJSIbKO BMAOB - aHOHUMHbIE U HE aHOHMMHbIE. Pa3Huua B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOpbIX paspellaeTca npoBoAuTb onepauun 6e3  uaeHTudukaumm
nonb3oBaTenil, a B HEAHOHWMHbIX WAOEHTUMUKAUMA Nonb3oBaTensa SABMASETCH
obs3aTensHON.

Takke cneagyeT pasnuyaTtb ANEKTPOHHbIE (hraTHble AeHbrM (paBHbI rOCYAapCTBEHHbBIM
BanTaMm) 1 3NeKTPOHHbIE HedmaTHbIE AEHbIV (HE paBHbl rOCY4apCTBEHHbIM BantoTam).
OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C INEKTPOHHbIMU AeHbramu:

1. TpuBsKM K cHETY MOOUNbHBIA TenedoH. 3To cambln yaoOHbIN 1M BbICTPbIN cnocob
BOCCTaAHOBUTb AOCTYN K cyeTy. [NpuBA3aHHbIN TenedoH NOMOXET, ecnun 3abyaellb CBOK
nfaTeXHbl Naposb UK 3angellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;



2. Ncnonb3yn ogHopasosble naponu. Nocne nepexoga Ha YCUNEHHYHO aBTOpuU3auuio
Tebe yxe He ByfeT yrpoxaTb ONacCHOCTb KpaXu Uinn nepexasara NraTexHoro napons;

3. Bbibepn cnoxHbii naponb. lNMpecTtynHukam OygoeT He NpocTo yragaTb CrOXHbIV
naponb. HagexHble naponu - 3To Naponu, KoTopble coaepxaT He MeHee 8 3HaKoB U
BKIOYatoT B cebsi CTPOYHbIE U NPOnUCHbIe BYKBbI, UMAPbI U HECKOSIbKO CUMBOSIOB, Takne
Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM He JOBepseLlb.

OneKTpoHHas noyTa

ONEeKTPOHHAas noyTa - 3TO TEXHONOMMSA U NpefoCTaBsSeEMbIE el YCIyrn No nepecoInke u
NOMNyYEHUIO 3MEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpefensiTcs B KOMMbIOTEPHOM
cetn. OO6bIYHO SNEKTPOHHbLIN MNOYTOBLIA AWMK BbIFMSAUT criegylowmm  obpasom:
UMSA_nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepegadm npocToro TeKCTa, MeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl NoO 6e3onacHon paboTe ¢ 3NEeKTPOHHOM NOYTOMN:

1. Hago BbI6paTb npaBuUsibHbIN MOYTOBLIN cepBUC. B MHTEpHETe eCTb OrPOMHbLIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OL4HAKO Nydlle AOBEPSTb TEM, KOro 3Haellb W KTO
nepBbI B PENTUHTE;

2. He ykasbiBa B NUYHOW MOYTE NMYHYKO MHGOpMaumo. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbI_haHaTt@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yi AByxaTanHyo aBTopu3aumio. OTO Korga NOMUMO NMapons HYXXHO BBOAUTb
Kog, npucbinaemoin no SMS;

4. Bblibepn crnoxHbin naponb. [Ons Kaxgoro MNOYTOBOro sMKa AO0SMKEH ObiTb CBOM
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb Hanmcatb CaMOMYy CBOW FIMYHbIA BOMPOC, UCMONb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3ym HeCKonbKO MNOYTOBbLIX SAWMKOB. [lepBbid ONA 4YaCTHOM nNepenncku C
agpecartamu, KOTOpbIM Tbl AOBepsiellb. OTO ANEKTPOHHbBIN agpec He Hafo MCMNoSb3oBaTh
npu pernctpaumm Ha doopymax n cantax;

7. He oTkpbiBan hannbl 1 gpyrue BROXEHUS B MUCbMaXx, AaXe eCcrv OHWU NpuLnu oT
TBOMX ApYy3en. Jlyylie yTouHM y H1X, OTNPaBisann i oHn Tebe atn hannsi;

8. [Nocne okoH4YaHWs paboTbl HA NOYTOBOM CepBUCE Nepen 3akpbITUEM BKMIaOKN C CanToM
He 3abyab HaxaTb Ha "Bbintun".

KnbepOynnuHr nnm supTyanbHoe n3geBaTenbCTBO

Knbepbynnuur - npecnegoBaHue COOOLLUEHNAMM, COAEpPXaLMMN  OCKOpOneHus,
arpeccuvio, 3anyrmBaHue; XyruraHcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLbIO
pasriMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnnHrom:

1. He 6pocarics B 6on. Jlyywmit cnocob: nocoBeToBaTbCA Kak cebsi BECTU U, ecriv HeT
TOrO, K KOMY MOXHO 00paTUTLCA, TO BHa4Yasne ycnokoutbcs. Ecnun Tbl HAYHELLb OTBEYaTb
ockopbneHnsiMmn Ha ockopbneHnst, TO TONbKO eLle BonbLue pasoxKeLlb KOHQINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMMas. CyllecTBylOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTonT BECTU XynuUraHCcKui obpas BUPTYyarbHOW XU3HW. HTepHeET cukcmpyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTyaribHYH YECTb CMOJIOAY;

6. rHopupyn eamHnyHbin Heratme. O4HOPa30Bblie OCKOPOUTENbHbIE COOBLLEHUS NyYLle
nrHopmpoBaTb. OBbIYHO arpeccusi NpekpaLlaeTcs Ha HavYanbHOW CTaauu;

7. Ban arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMM COOBLLEHNAMU, B COLMAnbHbIX
CEeTAX eCTb BO3MOXXHOCTb B6IOKMPOBKN OTMNPaBKM COOBLLIEHMI C OnpeaeneHHbIX afpecoB;
8. Ecnmn TbI cBugetenb kubepbynnuHra. TBOM [LEWCTBUA: BbICTYNUTb NPOTUB
npecnegosaTens, MokasaTb €My, 4YTO ero [OeuCTBUA OUEHMBAKTCA HeraTuBHO,



noagepKaTb XXepTBY, KOTOPOW Hy)KHa Mcuxonormyeckas noMoLLb, COOBLNTL B3POCIIbIM
0 ¢hakTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIM TenedoH

CoBpeMeHHble CMapT(OHbl M nnaHWweTbl cogepxatr B cebe BMOMHE B3POCIbIN
dyHKUMOHAs, U Tenepb OHM MOTYT KOHKYPUPOBAaTb CO CTaUUOHaPHbLIMU KOMMbIOTEPAMU.
OpHako, cpeacTs 3alUmThl AN NoA06HbLIX YCTPOMCTB NOKa O4eHb Maso. TecTMpoBaHue U
NMOWUCK YSA3BMMOCTEN B HUX NPOUCXOAUT He Tak MHTEHCUBHO, Kak ans K, 1o xxe camoe
KacaeTcsa 1 MOBUNbHbLIX NPUITOXEHNNA.

CoBpeMeHHble MObunbHbIE Bpay3epbl y)ke NPaKTUYeCKN LOrHanuM HacTomnbHbIE aHarnoru,
OAHAaKO pacLumpeHue (pyHKuMoHana BreyeT 3a cobor 60MbLIYH CIIOXHOCTb U MEHbLLYHO
3aLUNLLEHHOCTb.

[laneko He Bce Npou3BOAUTENN BbINyCKalOT OOHOBMEHNS, 3aKpblBalOLLNE KPpUTUYECKME
YSI3BMMOCTU 41151 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedgoHa:

Huuero He siBnsieTca no-Hactosiwemy becnnatHeiM. byab ocTopoXeH, Beab korga tebe
npegnaratoT 6ecnnaTtHbi KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakue-To NnaTHbIE YCRyru;
Ayman, npexae yem otnpaButb SMS, ¢oTO Mnn BMAeo. Tbl TOYHO 3Haellb, rae OHU
O6yayT B KOHEYHOM UTOore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTdOHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENE(OHOB;

He 3arpyxxan nNpunoxeHns OT HEU3BECTHOrO UCTOYHWUKA, BeOb OHWU MOTyT cogepxaTtb
BPEeOOHOCHOE nNporpaMMHoe obecneveHune;

[Mocne ToOro kak Thbl BbIMAELWb C canTa, rge BBOAWUM NNYHYO MHOpMaUMo, 3anan B
HacTponkn bpaysepa n yganm cookies;

Mepuogunyeckn NpoBepsiv, Kakme nnaTHble YCnyru akTMBMpoBaHbl HAa TBOEM HOMEPE;
[aBan cBO HOMEpP MOBUBHOro TenedoHa TONbKO NIOASM, KOTOPbIX Thbl 3HAELLb U KOMY
AoBepsieLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOraa Tbl UM He nNonb3yelbes. He 3abbiBan nHoraa
NpPoBEPATb 3TO.

Online wvrpbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLIME pa3BrevYEeHUs,
00beanHALWME COTHU ThICAY YEroBeK No BCeMy Mupy. Vrpokn nccneayroT gaHHbIN UM
Mup, obLwialTcs Apyr C OPYroM, BbINOSHAKT 3a4aHusl, cpaxkaktTcss C MOHCTpaMu n
noslyy4aroT onbIT. 3a YAOBONbCTBUE OHM NNATAT: NOKYNalT AUCK, ONfavymBatoT abOHEMEHT
nUnn npuobpeTatoT Kakne-To onuuu.

Bce 3t cpenctBa mayTt Ha nogdep)aHme WM pasBUTUE UrPbl, a TakkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPU3aALNK, BbINMYCKAOTCS HOBbIE MaTyu
(umdpoBble 3annaTtku Ans NPorpamMMm), 3aKpbiBalOTCA YA3BUMOCTU CEPBEPOB.

B nogoOlHbIX uUrpax CTOMT onacaTtbCsi HE CTONIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXku
TBOEro Napons, Ha KOTOPOM OCHOBaHa cucTema aBTopusaumm 60MnbLMHCTBA Urp.
OcHoBHble coBeTbI N0 6e30MacHOCTN TBOErO UFPOBOrO akkayHTa:

1. Ecnu gpyron nrpok BegeT cebsi nnoxo nnun cosgaet tebe HenpuAaTHOCTH, 3abnoknpyn
€ro B CMMCKEe UrPOKOB;

2. Tloxanynca agMuyHUCTpaToOpaM Wrpbl Ha [Mfoxoe noBedeHWe 3TOro Urpoka,
XenaTtenbHO NPUMOXUTb Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBaun Nn4yHyt0 MHGoOpMaumio B npodpamnne urpsbl;

4. YBaxawn gpyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBay HeomumnarnbHble naTtin n Moapl;

6. Micnonb3yn crnioxHble 1 pasHble naponu,

7. Daxe BO BpeMsi Urpbl He CTOUT OTKMOYaTb aHTUBMpPYC. [Moka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.

OULWIMHT NN Kpaka NMNYHbIX JaHHbIX



OObl4HOM Kpaxken OeHer M OOKYMEHTOB CErofdHsl yXXe HUKOrO He yAMBULb, HO C
pasBUTUEM WHTEPHET-TEXHOMNOMMN 3MOYMbILUIIEHHUKN NEepeMEeCTUNIUCL B UHTEPHET, U
npoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBuNacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBa UK (PULLKHT, FMaBHas uerb
KOTOPOro COCTOUT B NOSTyYEHUN KOHUAEHLMANBbHbIX JaHHbIX NONb30BaTENeNn - IOTMHOB
n naponen. Ha anrnuiickom sa3bike phishing uitaetcs kak dpuwmHr (ot fishing - pbibHas
noens, password - naporb).

OcHoBHble coBeTbl N0 6bopbbe ¢ PULLNHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOS aHKeTa Obina
B3NloMaHa, To HeobxoaMmo 3abroKMpoBaThb €€ N COOBLLNTL agMUHUCTPaToOpam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-canThbl, B TOM YMCIE, MHTEPHET-MarasmHoB U NONCKOBbIX
cucTem;

3. Ncnonb3yn CnoxHble 1 pasHble naponu. Takum obpasom, ecnv 1ebs B3fiomaroT, TO
3M10YMbILLMEHHMKN NonyYaT AOCTYN TOMbKO K OAHOMY TBOEMY MPOdUIIO B CETU, @ HE KO
BCEM,;

4. Ecnn Tebsa B3nomanu, To HeobxoamMmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
pobaeneHbl y Tebs B Apy3bsX, O TOM, YTO Tebs B3rioManu 1, BO3MOXHO, OT TBOEFO UMEHM
OyaeT paccbinaTbCsa cnam 1 CCbINKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MoBunbHbIN TenedoH;

6. OTKNOYKN coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan dannbl U gpyrne BIIOXKEHUS B NMUCbMax, Aaxe ecriv OHW npuinim ot
TBOUX Apy3en. Jlyylle yTOYHWN Y HUX, OTNPaBnAny N oHn Tebe atn dannsl.

Lindposag penytaums

LincdpoBas penytaums - 3T0 HeraTMBHas Uiy NO3nTUBHaA MHdopmMauums B cetu o Tebe.
KomnpomeTupytowaa nHpopmauus, pasMmelleHHas B UHTEPHETEe, MOXET Cepbe3HbIM
obpa3om oTpasnTbCs Ha TBOEW pearnbHOM XU3HW. "Lindposasa penyTtaums” - 310 TBOM
UMUK, KOTOPLIN dopMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCTO XuTenbcTBa, Yy4ebbl, TBOe (PMHAHCOBOE MONoXeHUe, OCOBEHHOCTU
Xapaktepa n pacckasbl 0 65IM3KnxX - BCe 3TO HaKanMBaeTCs B CETU.

MHorne noapoCTKM NErkOMbICIIEHHO OTHOCATCS K Ny6nukauum nMYHOW MHopmaummn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUA. Thl Jake HE CMOXeLlUb AoragaTthbCes
0 TOM, 4YTO poTorpadus, pasmeLieHHas 5 neT Hasapg, ctana NnPUYNHON OTKasa NPUHATL
Tebsa Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBouX doTtorpacdvin u apyrme OencTBus MOryT He
NCYE3HYTb Jaxe Mocre TOoro, Kak Tbl UX yAanuwb. Tbl HE 3HAELUb, KTO COXpPaHWUI 3Ty
MHOpMaLMIo, monana N OHa B MOUCKOBbLIE CUCTEMbI M COXpaHUIIacb N OHa, a rnaBHoOE:
4YTO nogymalT o Tebe Ookpyxawlwme nau, KoTopble HanmgyT M yBUOAT 3T0. Hantum
NHOPMAaLMIO MHOIO JIET CMYCTS CMOXET NOOoN - Kak n3 Aobpbix NOBYXOeHUI, Tak U C
HamMepeHneM NPUYMHUTL Bped. ITO MOXET OblTb KTO YrOAHO.

OcHOBHble COBETbI MO 3awmTe LnpoBor penyTauuu:

1. Nogyman, npexae 4em 4TO-TO NybrMkoBaTb M nepegaBaTb y cebst B 6rore vnn B
coumarnbHON CeTH;

2. B HacTpownkax npounga yCTaHOBWU OrpaHUYeHns Ha NpoCMOTPp TBOEro Npodouns n ero
coOepX1UMoro, caenam ero Tonbko "anga gpysen”;

3. He pasmewan n He ykasbiBar MHOPMaLNIO, KOTOpas MOXET KOro-nmbo ockopbnatb
nnm obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LUKOMBbHUKU - aKTUBHblE MNONb3oBaTeNnuM LUEQPOBOro nNpoCTpaHCTBa.
OpHako Janeko He Bce 3HatOT, YTO NOSfb30BaHME MHOMMMU BO3MOXHOCTAMU LUAPOBOro
Mupa TpebyeT cobnogeHns NpaB Ha MHTENNEKTyanbHyt COBCTBEHHOCTD.



TepMuH "wHTenNnekTyanbHag COOGCTBEHHOCTb" OTHOCUTCA K Pa3fiMyHbIM TBOPEHUSM
4YenoBEeYeCKOro yma, HadvMHasi C HOBbIX M306peTeHui U 3HakoB, OBO3HAYaloLLMX
COOCTBEHHOCTb Ha NPOAYKTbI WM YCIyrM, W 3akaHuYMBasi KHuramu, doTtorpadusmu,
KMHOUITbMaMn 1 My3blKanbHbIMU NMPOU3BEAEHNSMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHyt0 COOCTBEHHOCTb Ha NPOUN3BEAEHMS
HayKu, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCTBe rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, 4acT emy
cnpaBefsiMBble BO3MOXHOCTWU 3apaboTaTb Ha pesynbTaTax CBOero Tpyga, nosyunTb
N3BECTHOCTb 1 Npu3HaHmne. HnkTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npovssefeHne, pacnpocTpaHATb, MNy6rMYHO [AeMOHCTpupoBaTb, MpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyGnnM4yHO WCMOMHATbL, MOKasbiBaTb/UCMOMNHATL B
adupe unu pasmellaTtb B MIHTepHeTe.

Mcnonb3oBaHue "nnpatckoro” nporpaMmmHoro obecrnevyeHnsi MoOXeT NPUBECTU K MHOMUM
puckam: OT NOTepu AaHHbIX K TBOUM akkayHTam 4o 6NOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIieHa HenerarnbHas nporpaMmma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.

O nopTtane

CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CeTU. 34ecb Thbl MOXeWb Yy3HaTb O
BGe3onacHOCTM B CETU MOHATHbIM U LOCTYNHbIM HA3bIKOM, @ MpU BO3HUKHOBEHUU
KPUTUYECKON cuTyaumm obpatuTbCs 3a COBETOM. A Takke MPUHATbL y4acTue B KOHKypcax
M cTaTb CamMmbIiM LMPPOBLIM rpaxxgaHUHOM!



Mpunoxexne N 3
NAMATKA Ons POOUTENEN OB MH®OPMALIMOHHOW EE3OMNACHOCTU OETEN

OnpegeneHne TepmunHa "vHdopmaumoHHas OGes3onacHoCTb OeTen" CcoaepXuTca B
depepansHoM 3akoHe N 436-®3 "O sawmte geten OT MHopMaUnUn, NPUYUHSAIOLLEN
Bpen UX 300POBbLI0 U Pa3BUTUID", perynmpyroLmMM OTHOLLIEHUS, CBA3aHHbIE C 3alLUTON
AeTen oT MHGopMaUuK, NPUYNHAIOLWEN Bpes UX 300p0BbI0 1 (Mnn) passututo. CornacHo
AaHHOMY 3aKkoHy "vHdopmaumoHHas 6e3onacHocTb AeTen" - 3TO  COCTOsiHME
3alMLLEHHOCTN, MPU  KOTOPOM OTCYTCTBYET PUCK, CBS3AHHLIN C NPUYNHEHNEM
MHopMaumnen Bpega ux 3g4opoBbo U (UnM) PU3N4YeCcKomMy, NCUXNYECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 nHdopmaumen, NpUYnHSALWEN Bpes 300P0BbIO
n (MnNn) pasBuTUIO AeTEN, ABNAETCS:

1. NH(popMaums, 3anpeLLeHHasa s pacnpocTpaHeHnsa cpean geTeu;

2. NHopMmaLmd, pacnpocTpaHeHNEe KOTOPOW OrpaHNYeHo cpeau aeTten onpenesieHHbIX
BO3paCTHbIX KaTeropun.

3. K uHopmauum, 3anpeLieHHON ans pacnpocTpaHeHus cpean aeten, OTHOCUTCS:

4. vHdopmaums, nobyxaawwas geTern K COBEPLUEHUO AeNCTBUK, NpencTaBnsoLmnX
Yrpo3y WX XWU3HW U (UNK) 300pOBLI0, B T.4. NMPUYNHEHUIO Bpega CBOEMY 3[00POBLIO,
camoybunncray;

5. cnocobHOCTb BbI3BaTb Y OETEW XenaHue ynoTpebuTb HapKoTMYECKUE CPeacTBa,
NCUXOTPOMNHbIE N (UNN) ogypMaHMBaloLLMe BelwecTBa, TabayHble U3genusl, ankoronbHyo
N CNMPTOCOAEP ALY NPOAYKUMIO, MMBO M HAMUTKW, N3roTaBfMBaEMblE Ha Ero OCHOBE;
NPUHSATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCA NPOCTUTYUMEN, BPOaS)KHUYECTBOM MUK
NonpoLUanHNYECTBOM;

6. 060CHOBbIBaOLLASA UK onpasabiBatoLast 4OMNYCTUMOCTb HACUINSA U (UNN) XKEeCTOKOCTU
nnbo nobyxaarowan OCyWeCTBNATb HACUIbCTBEHHbIE LEWCTBUA MO OTHOLUEHUKO K
NOOSAM U XKUBOTHbIM;

7. oTpuuarowasi CEMeNHbIE LIEHHOCTU U (hopMupytoLlas HeyBaXeHne K poauTesnisam U
(Mnn) OpyrMm YneHam cembi;

8. onpaeabiBatoLLasi NPOTMBONPAaBHOE NOBEAEHUE;

9. cogepxallas HeLeH3ypHyo bpaHb;

10. cogepxalias MHpopmaumio NopHorpadonyecKoro xapakrepa.

K nHdopmauum, pacnpocTpaHeHMe KOTOPOM OrpaHUYeHo cpeau aeten onpenerieHHoro
BO3pacTa, OTHOCUTCS:

1. nH(popmaumsa, npeacrasnsgemas B Buae M3obpakeHus UM OnmncaHust XXeCTOKOCTMH,
duandeckoro u  (UKM)  NCUXMYECKOrO  Hacunus, MNPEeCcTYnreHns UM MHOro
aHTMObLLLECTBEHHOIO AENCTBUS;

2. BbI3blBaKOLWAs y AeTen cTpax, yac Unu NaHuKy, B T.4. nNpeacraBnsemMasi B Buae
N300paXkeHNs unM ONMCaHUs B YHWXKAIOWEN 4YeroBeyeckoe [AOCTOMHCTBO dhopMme
HEeHacunbCTBEHHOW CMepTW, 3aboneBaHusa, camMOybUNCTBa, HECYaACTHOro cry4as,
aBapuu nnu katactpodbl U (UKN) UX NOCNEACTBUN;

3. NnpeacrtaBnsemas B BuAe M300paxXeHMUs UM ONMCaHUS MOSOBbIX OTHOLLEHUN MeXay
MY>KYMHOW U XXEHLLMHOW;

4. cogepxallasa bpaHHble CrioBa U BblpaXKeHWUs, He OTHOCALLMECS K HEL,eH3YpHON BpaHu.
C yyeTom atoro Bam npegnaratotca npasuna padoTtbl B ceTn IHTEpHET Anst pasnuyHbIX
BO3paCTHbIX KaTteropun, cobnogeHve KOTOpPbIX No3BONUT obecneunTb
NHOPMaLMNOHHYO 6e30NacHOCTb BalUMX OETEN.

O6wme npaBuna gna pogutenen



1. HesaBucumo oT Bo3pacta pebeHka wucnonb3ymte nporpammHoe obecneyeHue,
nomMmorawwiee uUNbTPoOBaTb M KOHTPONMPOBATb MHMOpMaLMo, HO He nonaranTechb
MOSHOCTbIO Ha Hero. Bawe BHMMaHue Kk pebeHKy - rmaBHbIN METOA 3aLnTbI.

2. Ecnn Baw pebeHok nMeeT akkayHT Ha 04HOM 13 coumanbHblx cepucos (Livedournal,
blogs.mail.ru, vkontakte.ru wn T.n.), BHUMaTENbHO U3y4nuTe, KaKyl WH(pOpPMaLNIO
NoMeLLaT ero y4aCTHUKN B CBOMX Npodhunsax n 6rnorax, Bknioyasa potorpadun n Buaeo.
3. lNpoBepbTe, C KakMMu ApyruMW canMTamu CBHA3aH coumanbHblii cepBuc Bawero
pebeHka. CTpaHnyku Baluero pebeHka MoryT 6b1Tb 6€30nacHbIMU, HO MOTYT U coaepXaTb
CCbINIKM Ha HexXenaTternbHble U OnacHble camTbl (Hanpumep, NOPHOCaWT, UMW CauT, Ha
KOTOpPOM Apyr ynoMumHaeT Homep coToBoro TenedoHa Bawero pebenka wmnu Baw
AOMaLLHu agpec)

4. Moowpsante Bawmx geten coobuiate 060 BCeEM CTPaHHOM UM OTTaNKMBaKLWEM U HE
CNULLKOM OCTPO pearnpymTe, Korga OHW 3TO AenatoT (M3-3a onaceHusi noTepsaTb SOCTYnN
K WHTepHeTy OeTu He roBOpAT poauTensMm O npobnemax, a Takke MOryT HayaTtb
ncnonb3oBaTh VIHTEpPHET BHE JOMa U LUKOMbI).

5. byabTe B Kypce ceTeBou xu3Hn Bawero pebeHka. VIHTepecynTech, KTO UX Apy3bs B
MHTepHeT Tak Xe, Kak MHTepecyeTecb pearnbHbIMU OPY3bSMU.

BospacTt o1 7 o 8 net

B NHTepHeTe pebeHOoK cTapaeTcsl NOCETUTb T€ UIN UHbIE CanTbl, @ BO3MOXHO U YaThl,
paspelleHne Ha MocCeLLeHne KOTOpbIX OH He nonyyun 6bl oT poautenen. loatomy
pooutenamMm ocobeHHO mnofie3Hbl ByayT Te OoT4yeTbl, KOTOpble NpedoCTaBrsTCA
nporpaMmamMmm Mo OrpaHuYeHuto ucnonb3oBaHus WIHTepHeTa, T.e. PoguTtenbckuin
KOHTPOSIb UIK TO, YTO Bbl CMOXeETe YBUAETb BO BPEMEHHbIX hannax. B pesynbTaTte, y
pebeHka He OyaeT OWyLIEHUs, YTO 3a HUM BedeTCs MOCTOSIHHbIA KOHTPOSb, OAHAaKO,
poautenn ByayT no-npexHeMy 3HaTb, Kakue cauTbl nocelwlaetr ux pebeHok. [etu B
AAaHHOM BoO3pacTe ob6nagarwT CUMbHbIM 4YyBCTBOM CEMbW, OHM [OOBEPYMBBI U HeE
COMHeBatloTcA B aBToputeTax. OHu NobAaT urpatb B CeTEBbLIE UrPbl U NyTeLwecTBOBaTbL MO
MHTEpHETY, WCMonb3yst SMNEKTPOHHYK MOYTy, 3axOAuTb Ha CanTbl W 4YaTbl, He
pEeKOMEeHAOBaHHbIE POOUTESNSIMUA.

CoBeTbl No 6e3onacHocTn B cetn IHTepHeT ans geten 7 - 8 net

1. Co3ganTe cnMCOK OOMaLUHUX npaBun noceweHust HTepHeTa npu yqactum geten u
TpebynTe ero BbIMOSHEHNS.

2. Tpebynte oT Bawero pebeHka cOBNOAEHUA BPEMEHHbLIX HOPM HaxOXAEeHWa 3a
KomnbtoTepoM. [Nokaxunte pebeHky, 4To Bbl HabnogaeTe 3a HAM He NOTOMY YTO Bam 310
Xxo4yeTcs, a notomy 4to Bbl Gecnokoutecb 0 ero 6e30nMacHOCTU U BCerga rotoBbl emy
NOMOMb.

3. KomnbloTep ¢ nogkntodeHnem K MIHTepHeTy OOMKeH HaxoguTbCcs B oOLen KoMHaTe
nog NPUCMOTPOM pPoauUTESNEN.

4. /icnonbaynTe cneymanbHble 4eTCKUEe NOUCKOBbIE MALLUHbI.

5. Ucnonbayinte cpenctaa 6r10KMpOBaHUS HEXEeNaTenbHOrO KOHTEHTA KakK JONOSTHEHUE K
cTaHgapTHOMYy PoanTenbCkoMy KOHTPOSH0.

6. Co3pganTte CceMenHbIi SMNEKTPOHHbIA SALWMK, YTOObI HE NO3BONMUTL AETAM WMMETb
cobCcTBEHHbIE agpeca.

7. bnokupynTte goctyn Kk camtam ¢ 6ecnnatHbIMW MOYTOBbIMU ALWMKAMW C MOMOLLLHO
COOTBETCTBYHLLEINO NPOrpamMmMHOro obecneyeHus.

8. [lpuyunte peten coseToBaTbca C Bamu nepen onybnvkoBaHueM Kakon-nnbo
nHopmauum cpeacrtsamMm SfIEKTPOHHOM MOYTbl, YATOB, PErMCTPALMOHHLIX dOOPM WU
npodunen.

9. Hayunte geten He 3arpyxatb dpansbl, NporpaMmmbl UM My3biky 6€3 Ballero cornacusi.
10. He paspeluanite geTam ncnonb3oBaTb CNyx6bl MTHOBEHHOrO 06MeHa coobLeHnAMMN.
11. B "6enbin" cnucok canTos, paspeLleHHbIX ANnsS NoceLweHns, BHOCUTE TONbKO CanTbl C
XopoLuen penytaumnen.



12. He 3a6biBariTe 6ecepoBathb ¢ AeTbMu 06 nx Apy3bsx B IHTepHeTe, kak ecnu 6bl peyb
Luna o Apy3bsX B pearibHOM XXU3HM.

13. He penante "taby" 13 BONPOCOB NOMOBON XW3HW, TakK Kak B VIHTepHeTe aeTn moryT
Nerko HaTKHYTbCA Ha NopHorpaduio UnNn canTsl "ans B3pocrbIx".

14. TMpuyunte Bawero pebeHka coobwaTb Bam O NOObIX yrpo3ax unv Tpesorax,
cBsA3aHHbIX ¢ MIHTepHeTOoM. OcTaBanTeCb CMOKOWMHBbIMW M HarnOMHUTE OETSM, YTO OHU B
GesonacHoCTM, ecnn camMu paccka3anu Bam O CBOMX TpeBorax. [loxBanute ux wu
NOCOBETYNTE NOOOWTM eLLe pa3 B NOAOOHbIX CriyyYasix.

BospacTt geteun ot 9 oo 12 net

B paHHOM BO3pacTe OeTu, Kak npaBumo, Y)Xe HachnbllaHbl 0 TOM, Kakaa MHdopMauus
cywectByet B VHTepHeTe. COBEPLUEHHO HOPMarbHO, YTO OHW XOTAT 3TO YyBWUAETD,
nNpo4vecTb, ycnblwaTtb. [Mpy 39TOM HYXXHO MNOMHUTb, YTO AOCTYN K HexenaTenbHbIM
MaTtepuanam MOXHO nerko 3abnokupoBaTb Mpuv MOMOLLUM cpeactB PoauTenbckoro
KOHTPOIS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 net

1. Cosgante CnNMCOK AOMAaLLHMX NpaBun noceweHus VIHTepHET npu yvyacTum geTten u
TpebynTe ero BbINONHEHNS.

2. Tpebynte oT Bawero pebeHka cobniogeHnsi HOpM HaxoXAEeHNS 3a KOMMNbIOTEPOM.

3. Habnogante 3a pebeHkoMm npu paboTe 3a KOMMbOTEPOM, NOKaXuTe emy, 4YTo Bbl
Becnokontecb 0 ero 6e30nacHOCTM 1 BCerga rotoBbl oka3aTb eMY NOMOLLb.

4. KomnbtoTep ¢ nogkrtoveHnem B MIHTEpHET AOMKEH HaXOANTLCA B 00LLIEN KOMHaTe nojg
NPUCMOTPOM poanTenen.

5. Micnonb3ynte cpeactea BnoknpoBaHus HexenaTelbHOro KOHTEeHTa Kak 4OMNoSTHEHME K
cTaHgapTHOMYy PoanTenbCckoMy KOHTPOSHO.

6. He 3abbiBanTe npuHUMaTb HENOCPEACTBEHHOE Yy4yacTue B XU3HU pebeHka,
BGecepoBaTb C A4eTbMU 06 MX apy3bsax B HTepHeTe.

7. HactamnBanTe, 4TOObl 4E€TN HUKOrAa He cornallanmcb Ha NMYHble BCTPEYM C ApY3bsiMu
no NHTepHerty.

8. lMo3Bonante OeTtaM 3axoauTb TONMbKO Ha canTbl M3 "Benoro" cnucka, KOTOpbIn
co3ganTe BMECTE C HUMMW.

9. lMpuyunte peTen HUKOrga He BbldaBaTb NUYHYKD MHGOPMaUMo CcpencTBamMu
SNEKTPOHHOM  MOYThbl, YaTOB, CWUCTEM MrFHOBEHHOIO OOMeHa coobLeHnAMN,
PErncTpaunoHHbiX opM, NUYHbIX Npodunern M Npu perncTtpauum Ha KOHKYpCbl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. O6bacHUTE
MM, YTO OHM MOTYT CIydalHO 3arpy3vTb BUPYCbl WM OPYroe HexenatenbHoe
nporpammHoe obecneveHue.

11. Cospante Bawemy pebGeHKy OrpaHMyYeHHyl YYeTHYK 3anucb Ans paboTbl Ha
KoMnbloTepe.

12. lMpwuyunte Bawero pebeHka coobwaTtb Bam O nobbIX yrpo3ax wunu TpeBorax,
cBs3aHHbIX ¢ MIHTepHeTOM. HanomHuTe getam, 4to oHM B 6e30nmacHOCTU, ecnv cammu
pacckasanu Bam O CBOMX TpeBOrax n onaceHusix.

13. PacckaxuTte getsm o nopHorpadumn B IHTepHeTe.

14. HactanBarite Ha ToM, YTOObI eTM NpefoCTaBNANM BaM JOCTYM K CBOEWN 3NTIEKTPOHHOM
noyte, 4tobbl Bbl Y6eOMnNChb, YTO OHU HE 00LaTCA C HE3HAKOMUAMN.

15. OO6bsACHMTE [eTsaM, 4YTO Henb3s WCNonb3oBaTb CETb ANA  XYNUraHcTBa,
pacrnpoCcTpaHeHusi CNneTeH Unn yrpoas.

Bospact geteun ot 13 go 17 nert

B aTom Bo3pacTe noapoCTKM akTUBHO WMCMOMb3YT MOUCKOBbIE MAaLUWHbI, NOSb3YHOTCA
SMNEKTPOHHOM NOoYTON, cryx6amy MrHOBeHHOro obmeHa CcoOOLWeHUs MU, CKaymBaloT
My3blKy U unbmbl. ManbyMkam B 3TOM BO3pacTe Oonblue Nno HpaBy cMeTaTb BCe
OrpaHUYeHnsi, OHM XaxayT rpyboro tomopa, asapTHbIX Urp, KAPTUHOK "Ans B3poCnbIX".



[eBoykn npegnouynTaloT obwaTtbca B 4aTtax, NpuM I3TOM OHM ropasgo 6Gonee
YyBCTBUTENbHbI K CEKCyarbHbIM JOMoraTtenscrBamMm B IHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTensam y)e BeCbMa CNOXHO KOHTPONMpPOBaTb CBOUX
AeTen, Tak kak 06 VIHTepHETE OHM yXXe 3HAKT 3HAYUTENbHO BOnbLUE CBOMX POAUTENEN.
Tem He MeHee, He oTnyckanTe feTen B "cBobogHoe nnasaHue" no WHTepHeTy.
CTrapanTecb aKTMBHO y4yacTBoBaTh B 00LieHN pebeHka B VIHTepHeTe.

BaxHO no-npexHemy cTporo cobnogate npaBuna WMHTepHeT-Ge3onacHocTn -
cornawleHne mexay pogutensamu n getbMu. Kpome 1oro, He06xoanMMOo Kak MOXHO Yalle
npocmaTtpuBaTtb OT4ETbl O AesTenbHocTn geten B WHTepHeTe. CnepyeT obpaTtutb
BHMMaHWe Ha HeobXxoOMMOCTb COAEepXaHWs pPOoOAUMTENbCKUX naposien (naporen
aAMWHNCTPaTOPOB) B CTPOroM cekpeTe M 00paTuTb BHUMaHME Ha CTPOroCTb ITUX
naponeu.

CoBeTbl N0 6e3onacHoCcTM B 3TOM Bo3pacTte oT 13 go 17 net

1. Cospgante CNMCOK AOMAalUHMX nMpaBui nocelleHns WHTepHeTa npu  ydactuum
nogpocTkoB n Tpebynte 6Ges3ycrnoBHOro ero BbinosiHeHusi. OBroBopute C pebeHKoMm
CMMCOK 3anpelleHHbIX canToB ("J4yepHblM cnmcok"), 4vacbl paboTbl B WIHTepHeTe,
PYKOBOACTBO Mo 0bueHunio B MIHTepHeTe (B TOM Yncrne B YaTax).

2. KomnbloTep C nogknoyeHnem K cetun WHTepHeT [OofmKeH HaxoguTbes B obuien
KOMHarTe.

3. He 3abbiBante 6ecenoBaTb C AeTbMn 06 ux apy3bsax B IHTEpHETE, O TOM, YEM OHM
3aHATbl TakuM obpasom, ByaTo pedb naeT 0 Apy3bsax B peanbHon xu3Hu. CnpawimvsanTe
O ngsx, C KOTOpbIMX OeTU obuwarTca NocpeacTtBOM Cryx0® MrHoBeHHoro obmeHa
coobueHnamMmn, 4Tobbl yoeanTbca, YTo 3TK oAU UM 3HAKOMBbI.

4. Ncnonb3ynTe cpencrtea 6rIOKMPOBaHUS HEXENaTeNbHOro KOHTEHTA Kak JOMNOMHEHME K
cTaHgapTHOMYy PoanTenibCkoMy KOHTPOSHO.

5. Heobxogumo 3HaTb, KakMmu 4atamu nonb3ytotrca Bawu pgetn. [lNoowpsante
MCMnonb30BaHMe MOAEPUPYEMbIX YaTOB M HacTauBauTe, 4YToObl AeTu He obuwanucb B
NPYBaTHOM pPEXMME.

6. HactamBanTte Ha TOM, 4YTODObI AETN HUKOr4a He BCTpeYanucb fIMYHO C ApY3bsMU U3
ceTn NHTepHerT.

7. Mpunyunte geTten He BblgaBaTb CBOK NIMYHYKO MHGOOPMALUIO CpeacTBaMn 31IEKTPOHHOM
NOYTbI, YaTOB, CUCTEM MIHOBEHHOrO OBMeHa COOBLLEHUAMUN, PerMcTpaLMOHHbIX OpM,
NNYHBIX NPOUNeNn 1 Npu perncTpaumm Ha KOHKypcbl B IHTepHeTe.

8. Mpuyunte geten He 3arpyxaTb Nporpammbl 6e3 Bawlero paspelueHms. O6bscHUTE nm,
4YTO OHWM MOTFYT CIly4arHO 3arpy3nTb BUPYCbl UMK OPYroe HexenaTtenbHoe nporpaMmmHoe
obecneveHue.

9. lMpuyunte Bawero pebeHka coobwate BaMm O nNOObLIX yrposax WNu Tpesorax,
cBsA3aHHbIX C NHTepHeTOM. HanomHuTe getsam, 4To oHM B 6e3onacHOCTKU, ecrniv camu
pacckasanu Bam, O CBOUX yrpo3sax unm tpesorax. ['loxsanurte nx n nocoBeTymte NnogonTu
elle pa3 B NOAOOHbIX Criyyasx.

10. Pacckaxute getam o nopHorpadgum B MHTepHeTe. NMomornte nm 3almMTUTLCA OT
cnama. HayumTe nogpocTkOB He BbldaBaTb B VIHTepHeTe CBoero pearbHOro
3NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTenbHble NMcbMa U UCMNOoSb30BaTb
crneumanbHble NOYTOBbIE PUNBTPbI.

11. Mpuy4unte cebsa 3HaKOMUTBLCS C canTaMm, KOTopble NOCELLaT NOAPOCTKM.

12. HayunTe geten yBaxaTb OPYrMX B MHTEPHETE. Y6eamTech, 4TO OHM 3HAKOT O TOM, YTO
npasuna XxopoLlero noBeAeHss AeNCTBYIOT Be3e - Aaxe B BUPTyaribHOM MUpE.

13. Ob6bscHWTE OeTsIM, YTO HU B KOEM Cnyyae Henb3s ucnonb3oBatb CeTb Ans
XynuraHcTBa, pacnpocTpaHeHns cnneTeH Unm yrpos Apyrum nogam.

14. ObcyauTe ¢ nogpocTkamm Npobrnembl CETEBbLIX a3apPTHbIX UMP Y UX BO3MOXXHbIA PUCK.
HanomHuTe, 4TO AeTn He MOryT urpaTb B 9TU UIPbl COTNAacHO 3aKOHY.



lMocToaHHO KOHTpoOnMpynTe ucnonb3oBaHve WHTepHeTa Bawum pebeHkom! 310 He
HapyLleHMe €ero fMYHOro MpOCTPaHCTBa, a Mepa MNpPenoCTOPOXKHOCTU U MPOsiBfEHUE
Bawen poantenbckon OTBETCTBEHHOCTU 1 3a00Thl.



